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Chapter 1
Getting Started

This chapter outlines the steps for plugging in your PrivateCloud device and
establishing an Internet connection through it.

What's in the box?

The following items should be included in the product box:

e x86 or ARM PrivateCloud Device

e x1 LAN Cable

* x1 AC Adapter

* x1 WiFi USB Adapter for WiFi HotSpot

If you find any components to be incorrect, missing, or damaged, get in touch with
PrivateRouter or TorGuard customer service. Retain the box and all original packaging
materials in case you need to send the product back for repairs or replacement.

The PrivateCloud Router Ports

Based on the model you have, your PrivateRouter will either come with two LAN ports or one
LAN port along with a USB LAN adapter. In the OpenWRT configuration, the first port is
designated as the LAN, while the second port serves as the WAN (Internet) connection. If your
setup includes a USB LAN adapter, this will act as your WAN port.

To get started, connect the
WAN port to a router or
modem with internet access,
and link the LAN port to a
computer. Additionally, you
can use the provided USB
WiFi adapter to set up the
"PrivateCloud_Wifi" hotspot.

— — DR-ROUTER LAN
IN SIDE ROUTER MODE

Figure 1-1
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Option 1: Set Up PrivateCloud as a WiFi Router

The primary method to connect is by utilizing the PrivateCloud device as a WiFi router. Moreover, if
you want to tap into the functionalities of the PrivateCloud remote VPN access feature, you can
connect an auxiliary router or another PrivateRouter device through the LAN port.

In this setup scenario, we'll guide you on linking the PrivateCloud device to a current modem and
demonstrate how to connect an optional secondary router.

PrivateRouter WAN Port

192.168.8.1
(Optional)

192.168.1.1
Cable/DSL Modem, or Router LAN Port

PrivateCloud
192.168.70.1

ROUTER WAN——MODEM
(OPTIONAL)

Kindly note that the default IP address for standard PrivateRouter VPN WiFi devices is
192.168.8.1, while the default IP address for PrivateCloud devices is 192.167.70.1

After Connecting Your PrivateCloud Device Power Cycle All Devices

¢ Power off your ISP modem and PrivateCloud

¢ Power on your ISP modem or router and wait for it to fully boot up.

* Power on your PrivateCloud.

* Connect to the PrivateCloud device by plugging a computer's LAN cable into the PrivateCloud
LAN port. Enter the default password “torguard” and browse to 192.168.70.1

After setting up your PrivateCloud device by connecting a computer to its LAN port, you
have the option to add a secondary router, as demonstrated in this example. This
configuration is particularly useful if you've enabled a PrivateCloud WiFi hotspot or have
configured the PrivateCloud device to serve as a Remote VPN access gateway.

1-2 Getting Started
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Option 2: Set Up Your PrivateCloud in Side Router Mode

£ System v Net Settings Firmware Settings Wireless Settings
Wizard Three different ways to access the Internet, please choose according to your own situation.
System — Protocol  DHCP client v
Administration
Software IPudaddress 19216557  fmmmm———Enter |P on same range as main router IP
Startup

Scheduled Tasks IPv4 netmask  255.255.255.0

Mount Points
Use custom DNS servers +
LED Configuration

Backup / Flash Firmware
Argon Config i
Siderouter 04—__ Enable Siderouter

Reboot

PowerOff

& Services IPvd gateway  192:168.81 ~@}=———==_Enter main router IP
NAS DHCPServer ~ <aifme==Disable DHCP

¥ Apps

Figure 1-3

In this scenario, we'll be configuring the PrivateCloud device in "Side Router" mode. This allows you to connect
to your PrivateCloud through an existing PrivateRouter or another WiFi router. To activate Side Router mode,
navigate to the 'System' tab and click on 'Wizard.' Check the 'Side Router' option and input the IP address of
your main router. For the 'IPv4 Gateway,' enter the main PrivateRouter's IP, which in this case is 192.168.8.1.
Make sure to disable the DHCP option. For the 'IPv4 Address,' change the PrivateCloud device's IP to
192.168.8.2 so that it becomes accessible through your main WiFi router. Click Save and Apply then reboot.

Plug Your PrivateCloud LAN Port into the PrivateRouter LAN Port

_ PrivateCloud

PrivateRouter 192.168.8.2
Make sure to restart your 192.168.8.1 . =
devices after plugging in Plug into LAN port

your PrivateCloud device

After enabling Side Router mode and connecting the LAN ports of both devices, you can now
access your PrivateCloud device at the IP address 192.168.8.2 when you're connected to the main
PrivateRouter WiFi network.

Getting Started 1-3
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Setting a Secure Admin Password

To access the PrivateCloud administrative interface, first connect to the PrivateCloud WiFi
network or plug your computer into via LAN cable. Once connected, open a web browser
and navigate to: 192.168.70.1. The default username is "root," and the default admin
password is "torguard". Input these credentials and then click the LOGIN button.

4

PrivateCloud

Router Password =~ SSH Access ~ SSH-Keys

W Dashboard

-
8§ Status Router Password

{3 System v
Changes the administrator password for accessing the device

Wizard

System
. . Password
AdMINISHration - qfm—

Software
Confirmation
Startup

Scheduled Tasks
Mount Points

Disk Man

In the side menu, select the "System" option, followed by clicking on "Administration." In the
password text field, enter your new, secure admin password. Confirm the password by retyping it in
the box provided below. It's crucial to choose a secure password that is different from your WiFi
password, as this will be the password you use to access the administrative interface at
192.168.70.1. Finally, click the Save button to finalize the changes.

1-4 Getting Started
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PrivateCloud
& Dashboard Wireless Overview
BS Status
= # radio0
{3 System
@& Docker & radiot
& Services
dlll -20dBm
& Apps
NAS % radio2
& Network v
Interfaces dBm
Wireless /
DHCP and DNS & radio3
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Setting a Secure WiFi Password

Changing the PrivateCloud WiFi password is essential for security. To do so, initially access

the administrative interface by navigating to 192.168.70.1. In the left-hand panel, select the

"Network" menu and then choose "Wireless." From the Wireless Overview menu, identify the

Hostnames

Generic 802.11bg

Device is not active

Generic 802.11bgnac
Channel: 36 (5.180 GHz) | Bitrate: 86.7 Mbit/s

SSID: PrivateCloud_i7_AC | Mode: Master
BSSID: 00:CO:CA:AD:B7:4E | Encryption: WPA2 PSK (CCMP)

Generic 802.11bgn
Channel: 6 (2.437 GHz) | Bitrate: ? Mbit/s

SSID: PrivateCloud_i7 | Mode: Master
BSSID: 1C:BF:CE:F4:35:19 | Encryption: WPA2 PSK (CCMP)

Generic 802.11bgn
Channel: 11(2.462 GHz) | Bitrate: ? Mbit/s

Enter a Secure WiFi Password

REFRESHING

e ] . ] -

DISABLE

RESTART

To set a new PrivateCloud WiFi password, navigate to the security tab within the WiFi network
menu. Choose the WiFi encryption method you prefer, although we recommend WPA2 or WPA3
encryption for optimal security. In the "Key" field, input your new WiFi password. This will be
the password you use to connect to the PrivateCloud WiFi network. Click the "SAVE" button and
return to the Wireless Overview menu. To finalize your changes, click "SAVE" followed by

"APPLY CHANGES."

Interface Configuration

General Setup

Wireless Security

Encryption

MAC-Filter

WPA3-SAE (strong security)

Key eeecscee

Advanced Settings

Getting Started
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Connect to the Internet Through an Existing WiFi Network

In situations where WAN plugin access is unavailable, you can link your PrivateCloud to a pre-
existing WiFi network for internet connectivity. If you can't physically connect a LAN cable to an
existing router, you have the option to connect your PrivateCloud to an available WiFi network. To
do so, navigate to the "Network" tab and then choose "Wireless." Hit the "Scan" button on your
WiFi Radio device to display a list of all nearby WiFi networks.

o REFRESHING

PrivateCloud

& Dashboard Wireless Overview

5 Status # radic0 Generic 802.11bg e op
Device is ot active

{3 System

& roion Generic 802.11bgnac . o
# radio
& Docker Channel: 36 (5.180 GHz)| Bitrate: 86.7 Mbitis
# Services . i
SSID: PrivateCloud_i7_AC | Mode: Master
dl -40dBm DISABLE EDIT REMOVE
N BSSID: 00:CO:CA:AD:B7:4E | Encryption: WPA2 PSK (CCMP)

W Apps
Generic 802.11bgn
NAS & radio2 > RESTART ADD
Channel: 6 (2.437 GHz) | Bitrate: ? Mbit/s
& Network v
SSID: PrivateCloud_i7 | Mode: Master
---dBm DISABLE EDIT REMOVE
Interfaces BSSID: 1C:BF:CE:F4:35:19 | Encryption: WPA2 PSK (CCMP)

Wircless /

- Generic 802.11bgn

DHCP and DNS ¥ radio3 RESTART SCAN ADD
Channel: 11(2.462 GHz) | Bitrate: ? Mbit/s

Hostnames

Join a WiFi Network to Gain Internet Access

Wait briefly as your PrivateCloud completes its scan for nearby WiFi networks. Select the
network you want to join and click on "JOIN NETWORK." In the subsequent screen, you'll be
prompted to input the WiFi network's passphrase into a text field. Enter the required password and
click "SAVE." To finalize the settings, go back to the Wireless Overview menu, click "SAVE,"
and then hit "APPLY SETTINGS."

Signal: SSID: Channel: Mode: BSSID: Encryption:
‘ 45 dBm PrivateRouter_Wifi 1 Master 34:98:B5:1E:FA:E1 WPA2 PSK (CCMP)

Signal: SSID: Channel: Mode: BSSID: Encryption:
A 5108 PrivateRouter Wifi 1 Master 94:A:TE:A8:60:7C WPA2 PSK (CCMP) JOIN NETWORK
= m
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PrivateCloud VPN Access with TorGuard

The most common use case for PrivateCloud is setting up remote access VPN with TorGuard.
This enables you to utilize your local IP address from anywhere through a secure WireGuard

connection, giving you full access to your network on any device as if you were physically

present. This is especially useful for securely accessing Docker apps on your PrivateCloud device
without exposing them to the public internet. In this example, a PrivateRouter OpenWRT device
is operating as the WireGuard gateway. Any additional WireGuard peers you create will connect
through this gateway device, gaining access to any local IP address connected to the

PrivateRouter network at 192.168.70.1/24.

Option 1: Setup Remote Access Wireguard for your devices

This setup requires a ITorGuard Private VPN Clouai account.

To setup Remote Access through Wireguard
first you have to create a Wireguard config in
the TorGuard member's area. Navigate to the
"Active Products and Services" section or go
to the Service menu and select "My Services."

Manage VPN cloud

You're now in the Cloud VPN Control Panel.
At the top, you'll find information about your
current service and billing details. Below that,
you'll see your VPN information and status,
along with options to stop, start, or reboot your
VPN server if you encounter issues like server
unreachability.

Next, we'll set up the primary Wireguard
gateway configuration for your PrivateCloud
device. Following that, you'll be able to create
additional peer configurations for all your other
devices, such as laptops and smartphones. This
will allow you to connect all these devices
through Wireguard, giving them the same local
IP address and providing access to your local
network, Docker apps, and other network
services.

& TorGuard

Servers Services ~ Billing

Support

Affiliates

= MyServices  fm——

Order New Services

Locate your specific service,
click on "Manage" to access the
dropdown menu, and then select
"Manage VPN Cloud."

08/28/2022

®

Recurring Amount
$29.99UsD

Private Cloud - Private VPN Cloud
st ()

* Status.

sssss
cac8 /28968

stos

Revoot

aaaaaaaa

Remote VPN Access
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Generate Your PrivateCloud Wireguard config

Start by clicking the "Add device" button to include the PrivateRouter OpenWRT as your gateway.
Name this configuration "PrivateRouter Open WRT."

© Management

© . n

Stop Reboot Power Off

© VPN Configuration

Privaterouter OpenWRT|

Since the router operates on the local IP
192.168.70.1 and we aim to connect to all
computers on this network via Wireguard, enter
192.168.70.0/24 under 'Local Subnet.' We're
setting up remote VPN access that employs the

local IP as a gateway, so select "Internal 10216870000 .
Communication Only" under 'Gateway.' Click —

Gateway (Ch e which traffic to send over tu
'Add. ;
. [Internal Communication Only v

Next, set the Default Gateway for other Wireguard peers you'll create later. Scroll to
"Default Gateway" and select the Wireguard peer IP address just created, which in this
example is 10.102.1.2 (your IP may differ). Click 'Update.’

Private Key (Leave empty to auto generate)

Public Key (Leave empty to auto generate

Local Subnet (Optional. Allow Access tot
example; 192.168.1.0/24,192.168.10.0/24 (separat:

© Default Gateway:

el e s M

You've now added a Wireguard config for PrivateCloud and set a default gateway for your peers.
To proceed, download the PrivateCloud config file by clicking "Download Config"

@ VPN Configuration m

Dele

> Download Config
Endpoint:
P: 101021216 24.75.159.216:42095 9
Pubkey
e e — sauzzaieapu 101020076 ) x
Endpomt EEEEE——
1-8 Remote VPN Access
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Add Your Local IP WireGuard config to PrivateCloud

Connect to your PrivateCloud via Wi-Fi or a LAN cable. Navigate to 192.168.70.1 in a
browser, go to the VPN tab, and select 'TorGuard Wireguard' from the left panel. Open the
downloaded Gateway Wireguard config and paste its entire contents in the provided text area.
For remote access VPN, choose ""lan" from the dropdown menu and click the "Save &
Apple" button. Finally, click "Start Wireguard."

e T———————————
TorGuard WireGuard Setup

& Dashboard

25 Status Copy Paste Your TorGuard WireGuard Settings, Click Save & Apply

£ System

& Docker
& Services
W Apps i . i .
Right click and paste your Wireguard config here

NAS

o Network

VPN Bypass %
TorGuard AnyConnect

TorGuard OpenVPN

TorGuard SSTP WireGuard Firewall Zone: (wan = Remote VPN IP) (lan = Local VPN IP Gateway)

TorGuard Wireguard *

OpenVPN Firewall Zone (default = wan) | lan o <_ Choose lan for remote Vpn access

VPN Policy Routing

Wl Statistios . .
WireGuard VPN Control: Start/Stop WireGuard After Saving Settings

Logout
SETTINGS

Click to Stop WireGuard  CLICK TO STOP WIREGUARD

Click to Start WireGuard  CLICK TO START WIREGUARD Click Save & Ap Ply

After saving your settings click Start Wireguard P—

To confirm the Wireguard connection, go to the 'Network' tab and select 'Interfaces.’ Under the "WG" interface,
you should see RX and TX packets, indicating an active connection.

. WAN -
=
o RX: 18.29 GB (16539829 Pkts.)
* VPN
LY we .
e = [T -
Logout - WPva: 10102
e o [
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Create Wireguard Peers for your devices

It's time to add our first Wireguard
peer. Back in the TorGuard Member's

Area service panel Click "Add I
device," give it a name—in this
example, "Android," as we're

connecting a mobile device to the

router. Under 'Gateway,' choose o 1921681024 +epre e e
"Default Gateway," so the peer will

connect to the OpenWRT Wireguard prsind el ki / >
gateway. Click 'Add.' (Repeat this for

additional devices.) m<—

You will see a newly added peer in your o
TorGuard service panel: —

000.0/0

Connect to WireGuard on Mobile and Desktop

To set up your new VPN connection on a mobile device,
first grab the Wireguard client app from Google Play or
the Apple App Store. Once installed, open the app and tap
the "+" symbol to initiate adding a new VPN peer. Choose

the 'Scan from QR Code' option thereafter. On your vg’ﬁz‘:é‘;
computer, locate the QR code option within your
TorGuard Wireguard management panel. Point your
mobile device's camera at this enlarged QR code to TepioAddveN
automatically input the Wireguard settings into your app.

To activate your Wireguard VPN connection, simply
toggle the switch to the "on" position.

€) WireGuard - [u} X

Select Scan from
QR Code

Tunnels Log

To set up a new VPN on your desktop, download
@) the Wireguard client for Windows or MacOS.
P 4_ ek From your management panel, click 'Download
Wireguard config' and save it. Open the Wireguard
) i app, click 'Add Tunnel,' and choose Tmport
Chick Add Tunnel(s) from file.' Locate the downloaded config
@) file and click 'OK.' Your new connection will

Click Import Tunnel(s) from . .
file... appear; click 'Activate' to connect.

= AddTunnel v‘ )(‘ Edit

Import tunnells) from file.” Ctrl+0
[ Add empty tunnel. cuen

1-10 Connecting to WireGuard
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Option 2: Use Wireguard with an External VPN Server IP

Utilizing your external IP address via Wireguard, as opposed to your local IP, is another
typical configuration. This enhances your IP privacy, as your PrivateCloud device will
employ your external VPN server IP rather than your local one. Although this mode doesn't
permit remote access for other peers, it does offer the flexibility to configure both internal and
external Wireguard firewall port rules if you choose.. This is particularly useful if you opt to
self-host services behind a domain secured with SSL.

Generate Your PrivateCloud Wireguard config

Start by clicking the "Add device" button to Ottt

setup a PrivateRouter Wireguard connection @ o,

to use your external Wireguard server [P

address. P— .

We're setting up an external VPN
IP connection, so select "Default
Publc ey v cnpy oo gt Gateway" under 'Gateway.' Click
'Add.’

(Default Gateway v

Lastly, choose '"VPN Server' as your default gateway and click the "Update' button.
This action ensures that your external Wireguard IP serves as the gateway server.

O Default Gateway:

Default Gateway VPN Server v m

VPN Server

You've now added a Wireguard config for PrivateCloud and set a default gateway to use the
External VPN Server IP. download the Wireguard config file by clicking "Download Config"

©vPNconfiguraton .

g Privaterouter
@ OpenWRT

Connecting to TorGuard VPN 1-11
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Adding the Wireguard config for External IP VPN

Connect to your PrivateCloud via Wi-Fi or a LAN cable. Navigate to 192.168.70.1 in a browser,
go to the VPN tab, and select 'TorGuard Wireguard' from the left panel. Open the downloaded
Gateway Wireguard config and paste its entire contents in the provided text area. For using the
External Wireguard server IP, choose "wan" from the dropdown menu and click the "Save &
Apply" button. Finally, click "Start Wireguard."

e rr————————————
TorGuard WireGuard Setup

& Dashboard

2§ staws Copy Paste Your TorGuard WireGuard Settings, Click Save & Apply

0 System

Right click and paste your Wireguard config here

5 Network
VPN Bypass %
TorGuard AnyConnect
TorGuard OpenVPN
TorGuard SSTP WireGuard Firewall Zone: (wan = Remote VPN IP) (lan = Local VPN IP Gateway)
TorGuard Wireguard ‘l- .
— . . <=  Choose wan for using External
OpenVPN Firewall Zone (default =wan) ~ wan; v VPN S IP
erver

VPN Policy Routing

sl Statistics
WireGuard VPN Control: Start/Stop WireGuard After Saving Settings

Logout

SETTINGS
Click to Stop WireGuard CLICK TO STOP WIREGUARD
Click to Start WireGuard  CLICK TO START WIREGUARD Click Save & Apply
After saving your settings click Start Wireguard saves appLy

To confirm the Wireguard connection, go to the 'Network' tab and select 'Interfaces.' Under the "WG"
interface, you should see RX and TX packets, indicating an active connection.

vec fa2c 000615160

R - | = |
B -1
: [ ] =] ]
ETETEa
1-12 Connecting to TorGuard VPN
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Chapter 2
PrivateRouter Apps

PrivateRouter OpenWRT features an enhanced storage build, offering 4GB for package
storage and over 900GB+ of extra docker app storage. This allows for the installation of
numerous third-party apps that wouldn't typically fit on the router's built-in storage.

Install PrivateRouter Apps

To add more third-party apps to your PrivateRouter, first navigate to the "Apps" option in the side
menu and choose "Install Apps." For standard PrivateRouters, a list of all compatible apps will be
displayed. If you're using a PrivateRouter Cloud device, you'll have the option to access over 100 apps
that are Docker-powered.

PrivateCloud

¥ Dashboard
2§ Suws

£ system

7 Servicss

@& Docker

simpiex

gpittorrantascker

whoagle

orsaatt

nextoloua

nogersa

astube

jopin

filebrowser

webtop

NAS

& Network
& VPN

i Statistics

pp Configure

Select App to Install

Home Assistant

Open source noms automation that puts
iocal control ana privacy frst

MegaMedia

Allin on instalier for qpittorrant, jeryfin
Jacker, rasdar, s, QAT and
prowlar.

Plugsy

A simpie aasnboara ussa t show the
status of various connected ocker apps.

Telegram Bot

Satup your own Telegram bot for the
it allows Femate reboot, ciient
on reparts. ana memory status.

Jellyfin

Jellyfin s 3 Free Software Media System.

Joplin
Jopiinie & notes sno tazks pp tat W
310w 12 syn notes fram e ceskioe

appiication

mabile phones

Ghostblog

Ghostis a frae ana apen source biogging
platform tnat smpifies onine pubéshing.

rTorrent

FTorrent is a quick and efficient BitTorrent
cilent that uses the iibTorrent liprary.

Nextcloud

is a suite of seif nostea file

NSTALL AP

Whoogle

Gat Google search results, butwitnout
5CTIDE. AMP K, CooKies, oF

any aa:
1P 3007853 TACKING.

NSTALL AP

SyncThing

File Assistant

Asimple an
o0l under
navigate, e

Motioneye

& open sourcs IRCAM surveillznca
S0lUtion that is 8aEY and rEaay 1o use.

qBittorrent x86

aBittorrent is 3 cross-piatiorm free ana
epan-source BitTorrent clisnt compiisa
for OpsnwAT.

Diskman

ager for GpenWET.
K partition ana format,

After selecting the "Install App" button, scroll down to monitor the installation log and confirm that
the app has been successfully installed. Once the app is added, you'll notice it appears in your side
menu. For certain apps, you may need to log out and log back into the PrivateRouter menu to

complete the process.

PrivateRouter Apps 2-1
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Configure Watchcat App to Minimize Downtime

To safeguard your network from unexpected ISP disruptions or VPN disconnections, you can utilize
OpenWRT's Watchcat module to routinely ping a specific IP address. If there's no response, you can
set a time duration for Watchcat to restart your router. Often, a simple reboot solves most
connectivity issues.

PriVQteRouter General Settings

Mode Ping Reboot v
¥# Dashboard

B5 Status

{3 System

Period

Dynamic DNS

Shadowsocks-libev
Policy Routing
v2rayA

Watchcat
miniDLNA

Network Shares

SmartDNS

NAS

& Apps Host To Check

To implement a Watchcat rule, go to the "Services" section in the side menu and choose "Watchcat."
Choose "Ping Reboot" as the mode and specify a host IP for uptime checks.

After setting your preferences, scroll to the bottom of the page and click on "ADD" to activate the rule,
followed by clicking the "SAVE AND APPLY" button. In this instance, the router will ping Google's
DNS at 8.8.8.8. If there's no response after six hours, the router will automatically reboot.

Watchcat offers additional reboot rules:

Periodic Reboot: This feature reboots the router after a set period.

Restart Interface: This setting will only reboot a specific network interface if a ping to a
predetermined host goes unanswered for a specified length of time.

2-2 PrivateRouter Apps
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How to Access Docker Apps (PrivateRouter Cloud)

PrivateRouter Cloud x86 routers offer a simplified, one-click approach for deploying widely-
used, self-hosted applications directly onto your router via Docker. Coupled with TorGuard's
Private VPN Cloud service, you can effortlessly self-host apps while maintaining security
through a WireGuard VPN. Jellyfin is a popular choice for a self-hosted media streaming
server, providing you with control over streaming via a web interface and mobile apps for both
Android and i0OS.

PrivateRouter —
Docker - Containers

This ps lays all containers that h host.

£ System Containers overview
© Container Name: s fores
7359:7359/udp, 7359:7359/udp, 8096:8 cp, 8096:8096/1cp, 8920:89: . 892

030023012622 jeliyfin Up43seconds  jellyfin_ default: 7220.02 8920/1cp, 1900:1900Adp, 1900:1900/dp

630896635¢21 npm_app_1 Up 29 hours npm_defauit: 17218.02

dde9410CAfB7 vibrant_saha Up 24 hours bridge: 172.17.0.2

Services
START RESTART J STOP
& worl

To get Jellyfin up and running, first sign in to your PrivateRouter Cloud device. From the left-side
menu, go to the "Apps" section and click on "Install Apps." Find Jellyfin in the list and click the
"INSTALL" button. The installation time will vary based on your internet speed. Once the
installation is finished, navigate to the "Docker" menu on the left and select "Containers." Here,
you'll see all Docker apps listed as virtual containers. In this example, find the Jellyfin container
and click on the TCP port 8096 to launch Jellyfin in a new browser window. Alternatively, you
can manually enter the app port in a web browser by going to 192.168.70.1:8096.

How to Start, Stop, or Remove Docker Apps

You can follow the same steps for every new Docker Containers overview
app you wish to install. Each application will be © - Necwork
assigned its own unique port number, which you can ’'d

. . 020032012622 jellyfin Up 43 seconds jellyfin_default: 172.20.0.2
find listed under the "Docker" menu in the
"Containers" section. If you want to Stop, Start, or oomssasc romape Wahors o delau 721802

Remove any installed Docker app, simply check the
box next to the specific app and then select the
corresponding action button located below.

dde94f0c4fs7? Up 24 hours bridge: 172.17.0.2

vibrant_saha
m

PrivateRouter Apps 2-3
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Troubleshooting the Internet Connection

TorGuard's VPN services are highly stable, often maintaining connections for months at a time
without any interruptions. However, if you encounter a situation where your PrivateRouter
device loses internet connectivity—especially after configuring various VPN or Router apps—
you can usually resolve the issue with a few simple steps.

The quickest solution is often to reboot the router, which tends to resolve most connectivity
problems. Alternatively, you can go to the "Network" tab located in the left-hand menu and
select the "Interfaces" option. Here, you'll find the WAN (highlighted in red) and any VPN-
specific interfaces you might have set up. Click the 'Restart' button next to each WAN
interface, as well as next to the particular VPN protocol interface you're using. After waiting a
few minutes, try to reconnect to the internet.

WAN Protocol: DHCP client
Uptime: 70d 20h 17m 32s
wsai MAC: OE:DD:68:BF:A2:DD ART
L RX: 705.01 GB (944943108 Pkts.) BET m (=217 RESE
wan TX: 374.66 GB (741103707 Pkts.)
1Pv4; 192.168.1.53/24
WANG6
Protocol: DHCPvé client
asai MAC: OE:DD:68:BF:A2:DD ART
L RX: 705.01GB (944943108 Pkts.) BEST (=217 RESE
wan TX: 374.66 GB (741103707 Pkts.)
o) Protocol: WireGuard VPN
Uptime: 68d Oh 25m 22s
L“. RX: 39.28 GB (62449418 Pkts.) RESTART EDIT DELETE
w TX: 68.32 GB (88135453 Pkts.)
o 1Pv4: 10.771.2116

Similarly, if a particular application or service such as Samba or VPN is experiencing problems
and you'd prefer not to reboot the entire router, you have the option to restart or stop that specific
service individually. To do so, go to the 'System' tab in the left-hand menu and select 'Startup.'
From there, find the service you want to restart and click the 'RESTART" button.

{3 System v 10 tganyconnect ENABLED START RESTART STOP

Wizard

System 10 tgsstp ENABLED START RESTART STOP

Administration

Software 10 tgwireguard ENABLED START RESTART [l STOP

Startup

Scheduled Tasks
n fstab ENABLED START RESTART STOP
Mount Points

Should you continue to experience difficulties or have any inquiries regarding your PrivateRouter,
you're welcome to file a support ticket on PrivateRouter.com or directly reach out to TorGuard
support at helpdesk@torguard.net

2-4 Troubleshooting
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